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[bookmark: _GoBack]Abstract: This discussion paper aims at explaining NSSAA will fail or cause errors at AAA-S when UE register to two PLMNs and proposes a simple fix with added PLMN ID in the messages to AAA-S. 
1. Discussion
1.1 Summary
1.	When UE registers to two different PLMNs, one of concurrent or subsequent NSSAA procedures will always fail or cause errors at AAA-S. 
2.	When UE registers to two different PLMNs, the outcomes (Success or failure) for two independent NSSAA procedures can be different. This either causes one PLMN’s NSSAA request to be rejected persistently or allows PLMN to access slice services without the knowledge of AAA-S.    
Details are as follows:
The current NSSAA procedure was designed for single registration. However, UE can be served by different PLMNs for 3GPP access and non-3GPP access, as illustrated in the figure below. 
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1.2 Failed Authentication
During initial registration in different PLMNs, AMFs (e.g. AMF1/AMF2 in PLMN1/PLMN2 respectively) will initiate separate NSSAA procedures. The current NSSAA procedure for PLMN1 is shown in the figure (in black). Suppose PLMN2’s registration comes later and parts of its NSSAA messages are also shown in the same figure (in red). 
When AAA-S receives the red message 5, it will be confused with the black message 5 received earlier, with the same EAP-ID, GPSI, and S-NSSAI. Also it is notable that EAP is a lock-step protocol which only supports a single packet in flight. At this juncture, AAA-S will throw away all messages related to the black message 5 and starts over with EAP authentication with the red message 5 (or the other way round). When AAA-S receives the black message 11, it is not clear what AAA-S’s behaviour would be. In any case, either one or both PLMN’s NSSAA will be stopped before completion and without notification to 3GPP networks as AAA-S will be in an error state. 
It is worthwhile to mention that the timing window between step 5 and step 12 is wide as it contains multiple two-way communications amongst UE, PLMN, and AAA-S. 



1.3 Authentication status mismatch
For the sake of explanation, let’s assume AAA-S somehow can complete the two NSSAA procedures for 2 PLMNs, e.g. they were performed at one after the other and managed to not overlap. Since AAA-S is only aware of single authentication from 3GPP network, it can only keep one status, i.e. either success or failure. However, in case of the following:  
1.	First PLMN’s NSSAA is failed, second PLMN’s NSSAA is successful (=AAA-S’s status)
2.	First PLMN’s NSSAA is successful, second PLMN’s NSSAA is failed (=AAA-S’s status)
In the first scenario, AAA-S thought slice access has already been granted (EAP successful). It will reject the subsequent NSSAA requests by the failed PLMN.
In the second scenario, AAA-S thought slice access is not authorized. However the first PLMN can continue to access and use the slice services. 


1.4  Potential Solutions 
Solution 1: Stateful NSSAAF
Since NSSAAF is able to figure out the source of message 4, message 10 etc from PLMN’s AMF, i.e. identify the sending AMF or PLMN, NSSAAF can keep track of NSSAA and save the status at NSSAAF. It can forward messages to AAA-P with a small tag to indicate to AAA-S different source messages. When it receives from AAA-S, it translates back to the AMF or PLMN address and forward to corresponding AMF or PLMN. 
Solution 2: Stateless NSSAAF
Add in an IE “PLMN-ID” in the message 4, NSSAAF “blindly” forward to AAA-S. “PLMN-ID” is treated in the following messages similar to “GPSI”.  

2. Conclusion and proposal(s)
Proposal: It is proposed to address the NSSAA issues arising from the multiple registrations. Two solutions with small impact to the specification are presented. A companion CR document (S2-2007452) proposes to implement the seemingly preferred solution 2. 
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